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Talk overview

1. What problem are we looking at?
○ Using OpenSSL as a use case

2. Preliminaries
○ Security certifications 101, sec-certs tool overview

3. Insights from Common Criteria
4. Insights from FIPS 140

5. Conclusions
○ Limitations, extensions, actionable steps
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Part 1: What problem are we looking at?



Who doesn’t love FOSS…?
(FOSS = Free and Open Source Software)

“We believe everyone should have access to security and privacy tools, 
whoever they are, wherever they are or whatever their personal beliefs are, 

as a fundamental human right.”
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Deficiencies of FOSS

?
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Deficiencies of FOSS

● How prevalent is it?
○ Prestige, negotiation position for funding

● Which versions are commonly used?
○ User behavior, security implications

● Which vendors use it?
○ Potential for cooperation or business

● What products use it?
○ Feature prioritization, roadmap adjustments

● What alternatives are used?
○ Insights into the dynamics of forks and competition

?
10



Proxy 1: Product component information
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Proxy 1a: FOSS with transparent sources
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Proxy 1b: Software Bill of Materials (SBOMs)
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Proxy 1c: Legal licence notices
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Proxy 2: 
Public data 
artefacts
(e.g. Internet scans)

ACSAC 2017: Measuring 
Popularity of Cryptographic Libraries 
in Internet-Wide Scans 
crocs.fi.muni.cz/papers/acsac2017
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http://crocs.fi.muni.cz/papers/acsac2017


Proxy 3: Certification documents
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Proxy 3: Certification documents
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The big picture

● FOSS: Open means little awareness/control of use
○ However: Estimations from proxies and side-channels

● Proxy 1: Product component information
○ FOSS with transparent sources, Software Bill of Materials (SBOMs), Legal licence notices
○ However: FOSS only, still not standard, lack of automation

● Proxy 2: Public data artefacts
○ E.g. Internet scans
○ However: Only products with public artifacts

● Proxy 3: Certification documents
○ Common Criteria, FIPS 140, EUCC, FedRAMP, SOC, ...
○ However: not harmonized, lack of automation
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The big picture

● FOSS: Open means little awareness/control of use
○ However: Estimations from proxies and side-channels

● Proxy 1: Product component information
○ FOSS with transparent sources, Software Bill of Materials (SBOMs), Legal licence notices
○ However: FOSS only, still not standard, lack of automation

● Proxy 2: Public data artefacts
○ E.g. Internet scans
○ However: Only products with public artifacts

● Proxy 3: Certification documents
○ Common Criteria, FIPS 140, EUCC, FedRAMP, SOC, ...
○ However: not harmonized, lack of automation

How much data can 
    we mine here?
     (about OpenSSL)
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Part 2: Preliminaries



● Idea: Increase security by independent audits
● Many schemes exist: Common Criteria, FIPS 140, FedRAMP, ISO 27k, SOC, …

Security certifications 101 (simplified and incorrect 🙂)

21



● Idea: Increase security by independent audits
● Many schemes exist: Common Criteria, FIPS 140, FedRAMP, ISO 27k, SOC, …

Security certifications 101 (simplified and incorrect 🙂)

22

vendor certification lab cert. authority Internet



● Idea: Increase security by independent audits
● Many schemes exist: Common Criteria, FIPS 140, FedRAMP, ISO 27k, SOC, …

Common Criteria  for Information 
Technology Security Evaluation

○ For products
○ International (ISO standard)
○ National schemes (“authorities”)

Security certifications 101 (simplified and incorrect 🙂)
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FIPS 140 (Federal Information 
Processing Standard)
○ For cryptographic modules
○ Originally USA+CA,

today ISO standard (global)

vendor certification lab cert. authority Internet



The sec-certs tool

● Idea: Allow ecosystem exploration within CC + FIPS 140
● Open source + open data + public website

* This project is supported by the European Union under Grant Agreement No. 101087529 (CHESS). 24



The sec-certs tool

● Idea: Allow ecosystem exploration within CC + FIPS 140
● Open source + open data + public website

* This project is supported by the European Union under Grant Agreement No. 101087529 (CHESS). 25

other metadata
(CPEs, CVEs, …)

public certification
documents

sec-certs.org



Part 3: Insights from Common Criteria



How prevalent is OpenSSL in certified products?
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In most cases, “OpenSSL” 
   is mentioned  just a few times.
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How prevalent is OpenSSL in certified products?

● OpenSSL is mentioned in 1 084 distinct CC certificates (~17%)
○ For comparison: There are 6 446 CC certificates
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Since 2015, ~23% of all new 
certificates mention “OpenSSL”



What kind of certified products use OpenSSL?
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What kind of certified products use OpenSSL?
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What kind of certified products use OpenSSL?
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For network-related systems, operating 
systems and detection systems, more than 
35% of all certificates mention “OpenSSL”



Who uses OpenSSL in their certified products?
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Potential customers 
of OpenSSL Corporation? 

😎
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Which alternatives are used in cert. products?
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Which alternatives are used in cert. products?

● Aspect 1: OpenSSL fork mentions
○ BoringSSL: 80 certificates  (many Android devices)
○ LibreSSL: 2 certificates (“due to OpenBSD base”)
○ AmiSSL, QuicTLS, AWS-LC: no mentions
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Which alternatives are used in cert. products?

● Aspect 1: OpenSSL fork mentions
○ BoringSSL: 80 certificates  (many Android devices)
○ LibreSSL: 2 certificates (“due to OpenBSD base”)
○ AmiSSL, QuicTLS, AWS-LC: no mentions

● Aspect 2: OpenSSL competition
○ Network Security Services (NSS): 74 certificates  (RH, IBM, …)
○ Libgcrypt: 45 certificates  (RH, SUSE, Oracle, …)
○ Bouncy Castle: 33 certificates
○ WolfSSL, MS crypto API, MatrixSSL, 

mbedTLS, Crypto++, GnuTLS, Botan: <10 certificates
○ PolarSSL, Cryptlib, GNU crypto: no mentions
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Which alternatives are used in cert. products?
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Which alternatives are used in cert. products?
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NSS and BoringSSL 
gaining traction

Libgcrypt mentions 
early on



Part 4: Insights from FIPS 140



How prevalent is OpenSSL in certified products?
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In most cases, “OpenSSL” 
   is mentioned  just a few times.



How prevalent is OpenSSL in certified products?
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How prevalent is OpenSSL in certified products?

● OpenSSL is mentioned in 819 distinct FIPS 140 certificates (~16%)
○ For comparison: There are 5 049 FIPS 140 certificates

59

Since 2017, ~25% of all new 
certificates mention “OpenSSL”



What kind of certified products use OpenSSL?
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What kind of certified products use OpenSSL?
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What kind of certified products use OpenSSL?
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It’s both software and hardware



Who uses OpenSSL in their certified products?
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Who uses OpenSSL in their certified products?
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● 291 distinct vendors mention OpenSSL  in FIPS 140 certificates (~27%)
○ For comparison: There are 1 064 vendors in the FIPS 140 dataset
○ Only 34 vendors (~11.5%) have 5+ certificates
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Who uses OpenSSL in their certified products?
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Potential customers 
of OpenSSL Corporation? 😎

● 291 distinct vendors mention OpenSSL  in FIPS 140 certificates (~27%)
○ For comparison: There are 1 064 vendors in the FIPS 140 dataset
○ Only 34 vendors (~11.5%) have 5+ certificates



Who uses OpenSSL in their certified products?
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● 291 distinct vendors mention OpenSSL  in FIPS 140 certificates (~27%)
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Who uses OpenSSL in their certified products?
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● 291 distinct vendors mention OpenSSL  in FIPS 140 certificates (~27%)
○ For comparison: There are 1 064 vendors in the FIPS 140 dataset
○ Only 34 vendors (~11.5%) have 5+ certificates



Who uses OpenSSL in their certified products?
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● 291 distinct vendors mention OpenSSL  in FIPS 140 certificates (~27%)
○ For comparison: There are 1 064 vendors in the FIPS 140 dataset
○ Only 34 vendors (~11.5%) have 5+ certificates



Which alternatives are used in cert. products?

● Aspect 1: OpenSSL fork mentions
○ BoringSSL: 57 certificates
○ AWS-LC: 3 certificates
○ LibreSSL, AmiSSL, QuicTLS: no mentions
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● Aspect 2: OpenSSL competition
○ Network Security Services (NSS): 109 

certificates
○ Libgcrypt: 39 certificates
○ Bouncy Castle: 25 certificates
○ GnuTLS (Nettle): 21 certificates
○ WolfSSL, MS crypto API, Crypto++,

Cryptlib, MatrixSSL, mbedTLS: <15 certificates
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Same story as CC
(just GnuTLS more prominent)



Which alternatives are used in cert. products?

73



Which alternatives are used in cert. products?
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Libgcrypt and NSS
mentions early on

BoringSSL 
gaining traction



Part 5: Conclusions



Summary

● sec-certs.org as a unified API over public CC/FIPS 140 documents
● To get unseen insights about OpenSSL (or other product)
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Summary

● sec-certs.org as a unified API over public CC/FIPS 140 documents
● To get unseen insights about OpenSSL (or other product)

● OpenSSL is a really significant player in crypto libraries

● But having data is different to having a gut feeling!

● In last 10 years, ~every fourth certificate mentions OpenSSL
● ~quarter of vendors mentioned OpenSSL  in at least one certificate
● NSS, BoringSSL, Libgcrypt are the most common alternatives
● The situation in CC and FIPS 140 ecosystems is very similar
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Limitations and biases

● Dataset deficiencies
○ Broken PDFs, failed OCR, non-English content, …

● Parsing imperfections
○ Semantics ignored (“Uses BoringSSL which is a fork of OpenSSL”)
○ Heuristics and metadata consolidation

● Differentiating certificates vs. products
○ Certificate renewals, product versions, …
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Limitations and biases

● Dataset deficiencies
○ Broken PDFs, failed OCR, non-English content, …

● Parsing imperfections
○ Semantics ignored (“Uses BoringSSL which is a fork of OpenSSL”)
○ Heuristics and metadata consolidation

● Differentiating certificates vs. products
○ Certificate renewals, product versions, …

● Only certified products/modules
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Extensions

Other interesting data can be mined:

● Deeper product/component analyses
(“Which OpenSSL versions are in active certificates?”)

● Comparing certification labs 
(“Was lab XY doing smart cards lately?”)

● Getting ecosystem stats 
(“How long does it take to pass the FIPS 140 certification?”)

● Security analysis 
(certificate dependencies, linking through CPEs to CVEs, 
misconfigurations and deprecated crypto in certified products)
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Obvious extension

● Use LLMs to chat 
with certification documents

● Already in progress
(closed beta)

Want to chat with certificates?
https://sec-certs.org/
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What next? (Actionables)

● Search for your products at sec-certs.org
● Search for your competition at sec-certs.org 😁
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What next? (Actionables)

● Search for your products at sec-certs.org
● Search for your competition at sec-certs.org 😁

● Fork the repo, download the public dataset, 
perform custom deeper analyses 
○ And let us know what is useful for people!

● Interested in research side of sec-certs? Get in touch!
● Interested to push transparency in certifications? Get in touch!
● Willing to support this university project? Get in touch!

○ (money, developer time, resources, …)
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Thank you + Q&A
● Use sec-certs.org to get insights

○ About products
○ About components/configurations/…
○ About certification ecosystem

● Get in touch to discuss your use case

● Get involved and collaborate

https://sec-certs.org/

Try it on your own!
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