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Who would win?

DEC PDP-7 Raspberry Pi RP2040
1964 2021
1.16 €
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Who am 17

* Read ,Principles of Operating Systems” instead of ,The
Little Prince”

* In 1999, randomly spotted article: ,QNX: Operating
system on a single floppy”

* Nomading across industries, ending up in automotive,
then switching to freelance.

nopitsonnope@gmatl.com | OpenAlt 2025, FIT VUT Brno


mailto:nopisonnope@gmail.com

- - /ERTOS I ThreadX 4 ®§

<«
Zephyr’
NuttX RTOS

nopitsonnope@gmatl.com | OpenAlt 2025, FIT VUT Brno


mailto:nopisonnope@gmail.com

void vStartMPUDemo

void )

q er
static StackType_t xROAccessTaskStack[ configMINIMAL_STACK_SIZE
__attribute__{ [ aligned( configMINIMAL_STACK_SIZE = sizeof( StackType_t
static StackType_t xRWAccessTaskStack[ configMINIMAL_STACK_SIZE
__attribute_ [ ( aligned( configMINIMAL_STACK SIZE * sizeof( StackType t

TaskParameters_t xR0,

puTaskCode
pciame
usStackDepth
pvParameters
uxPrierity

AccessTaskParameters

prvROAccessTask
"ROAccess"
configMINIMAL_STACK_SIZE
NULL,

tskIDLE_PRIORITY

* Bulk of loT systems runs
unprotected kernels

* Existing solutions are too
complicated to be understood

* Developers generally avoid the
topic of memory isolation:
,Its complicated”
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puxStackBuffer - xROAccessTaskstack

xRegions
{ ucSharedMemory
SHARED_MEMORY_SIZE
portMPU_REGION_PRIVILEGED_READ_WRITE_UNPRIV_READ_ON
LY | portMPU_REGION_EXECUTE_NEVER
{ ( void ucROTaskFaultTracker
SHARED_MEMORY_SIZE, portMPU_REGION_READ_WRITE
portMPU_REGION_EXECUTE_NEVER

TaskParameters_t xRwAccessTaskParameters

pvTaskCode pryRWACcessTask

pchame "RWACCess"

usstackDepth configMINIMAL_STACK_SIZE
pvParameters NULL

uxPriority +tskIDLE_PRIORITY

puxStackBuffer XRWAccessTaskStack

XRegions
{ ucsharedMemory SHARED_MEMORY_SIZE
portMPU_REGION_READ_WRITE
portMPU_REGION_EXECUTE_NEVER

t with F ] raredMenc
XROAccessTaskParameters NULL )

xTaskCreateRestricted

xTaskCreateRestricted XxRWAccessTaskParameters NULL )
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Finclude <zephyr/kernel.h>
#include <zephyr/app_memory/app_memdomain. h>
#include <zephyr/sys/libc-hooks.h>

/* Memory partitions definitions */
K_APPMEM_PARTITION_DEFINE(partition1);
K_APPMEM_PARTITION_DEFINE (partition2);
K_APPMEM_PARTITION_DEFINE (partition_shared);

/% Memory domains declarations */
struct k_mem_domain domain_a;
struct k_mem_domain domain_b;

/% Variables in specific memory partitions */
K_APP_DMEM(partition1) int var_:
K_APP_DMEM(partition2) int var_2 = 22;
K_APP_DMEM(partition_shared) int var_shared =

/* Thread functions for application A */
void app_a_threads(void *argl, void *arg2, void *arg3) {
i v

printk( d: can a d and

d\n”, \

(int) argl, var_1, var_shared);
s var_2\n", (int) argl);

printk("App A, Thread %d: c

/% Thread functions for application B */
void app_b_threads(void *argl, void *arg2, void *arg3) {
printk("App B, Thread %d: can access var_2 = %d and var_shared = %d\n", \
(int) argl, var_2, var_shared);
printk("App 8, Thread ccess var_1\n", (int) argl);

cannot

/* Threads definition for different applications */
K_THREAD_DEFINE(tid_app_al, , app_a_threads, (void*) 1, NULL, NULL, 10, K_USER, 0);
K_THREAD_DEFINE(tid_app_a2, , app_a_threads, (void*) 2, NULL, NULL, 19, K_USER, 0);
K_THREAD_DEFINE(tid_app_b1, » app_b_threads, (void*) 1, NULL, NULL, 10, K_USER, ©);
K_THREAD_DEFINE(tid_app_b2, , app_b_threads, (void*) 2, NULL, NULL, 10, K_USER, 0);
/* Kernel thread function */
void kernel_thread(void *argl, void *arg2, void *arg3) {

printk("Kernel Th

read: can access var_1 = %d, var_2 =

and var_shared = %d\n", \

var_1, var_2, var_shared);

/% Kernel thread */
K_THREAD_DEFINE(tid_kernel, , kernel_thread, NULL, NULL, NULL, 16, 6, 8);
/* Memory partition configuration arrays */
struct k_mem_partition *app_a_partitions[] =
#ifdef CONFIG_CPU_CORTEX_M

&z_libc_partition,
#endif

gpartitionl,

gpartition_shared

b

struct k_mem_partition *app_b_partitions[] = {
#ifdef CONFIG_CPU_CORTEX_M
&z_libc_partition,
#endif
gpartition2,
&partition_shared

b

/* Main function to initialize domains and add threads to them */
int main(void)

/* Initialize and assign partitions to domains */
k_mem_domain_init (sdomain_a, ARRAY_SIZE (app_a partitions), app_a partitions);
k_mem_domain_init (sdomain b, ARRAY_SIZE (app_b_partitions), app b partitions);

/* Add app_a threads to domain a */
k_mem_domain_add_thread (§domain_a, tid app al);
k_mem_domain_add_thread (édomain_a, tid app_a2);
/* Add app b threads to domain b */

k_mem_domain_add_thread (édomain b, tid app bl);

k_mem_domain_add_thread (&domain b, tid app_b2) ;

return 03

0]
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What i1f...

...we could simply write this?

/* Variables that are only accessible
#define BUFSIZE 512
static char buffer[BUFSIZE]:

static int blinky_main( |
1

/ o something interesting */
return ©:

0S_APPLICATION{blinky);
0S_THREAD_CREATE(blinky, blinky_main

, MULL, 32});
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Isolation Using Processes

Process Memory Protection Unit
.data - Base Address Size R/W
.bss -  Base Address Size R/W
.Stack -  Base Address Size R/W
text, .rodata 4>[ Base Address ] [ Size ] [ R/X ]
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OK, but...

..manual approach can access peripherals. This, can't!

/* Variables that are only accessible by the process */
#define BUFSIZE 512
static char buffer[BUFSIZE];
static int blinky_main( )
/ something interesting *
return ©
/* Accidentally, these are where RP28040 GPIO is mapped to */
a5_ AF‘F‘LIEATIDJ HHICI RMJGES blinky, 0x40000000, @x50000000, OxdOQOOOEE, OxeOOO00Q000);
0S_APPLICATION(blinky);
05_THREAD_CREATE(blinky, blinky_main, NULL, 32);

nopitsonnope@gmatl.com | OpenAlt 2025, FIT VUT Brno


mailto:nopisonnope@gmail.com

Drivers in Userspace

Device Driver Process { Interrupt Service Handlers

s a\ Memory Protection Unit
i = .data » Base Address Size R/W
G) . J J . J
§ é { N\ 4 \ 4 \
o .bss » Base Address Size R/W

_ v,

4 O g )
S = .mmio >[ Base Address ] [ Size ] [ R/W ]
=2
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OK, but...

...manual approach can create shared memory. This, can't!

f* Variables that are only accessible by the process #*/
#define BUFSIZE 512
SHARED static char buffer[BUFSIZE];

static int blinky_maini )
ome I. - |._I interest i-”:_:l e

return 0:

0S_APPLICATION(blinky);
05_THREAD_CREATE(blinky, blinky_main, MULL, 32);
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Remote Procedure Calling

Client Process / Interface \
[ Method ]

Client Thread

Method ]

: Server Process

/ RPC Call \ : _

[ Method ] Implementation )
>

k Service
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RPC Enables Shared Memory

4 . :
Server Process Memory Protection Unit
.data ——P-  Base Address Size R/W
bss ——=P{  Base Address Size R/W
_ D
Client Process
.Shared ——=P{  Base Address Size R/W
.stack ——=P{  Base Address Size R/W
\ /
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Recap

* Total memory isolation, always done right with just one
additional line of code.

* Same memory isolation for drivers with just one other
additional line of code.

* Isolation domain and shared memory scale without being
bound by MPU hardware.

* Cross-process calls type-checked at compile time.
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CMRX microkernel

Thread Management

RPC Dispatcher

Notifications

Timers

CMRX kernel

Low-level HW Mgmt
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RPC Service Thread
n \ y \
)
> o ) o
o RPC Service Thread
m \ y \
§ RPC Service Thread
m s _J s
8 a o
o RPC Service Thread
n_ \ y \
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Why should I care?

* CRA recognizes memory isolation as technical requirement (ETSI EN
304 626 draft, TR-MISO)

* Memory isolation may* be required for certain devices

* Device manufacturers must ,Quickly inform users about incidents and
provide mitigation measures.”

* Stating that your product is not affected due component integration
specifics is valid mitigation measure.

* Fixing vulnerability still mandatory.
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Thank you!

o

https://cmrxrtos.org https://github.com/ventzl/cmrx

Q&A

realtime
micro r 1
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