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Kdo jsem

e profesné:

o systémovy administrator v Redamp.io
® osobné:

o kyberbezpecnost

o pocitacové site

o loT

o soukromi na internetu.
e kontakty: https://www.odolezal.cz



http://redamp.io
https://www.odolezal.cz

Co je DNS

Domain Name System
decentralizovany systém doménovych jmen
jeden z pilitd internetu

potfeba prekladu doménového WWW.O pe Na 1t .CZ

jména na IP adresu l

e nekolik urovni
e ruzné koncovky (tzv. TLD)

37.205.10.1760



Jak funguje vyhledavani

e ziskani IP adresy pro “example.com”
tzv. rekurzivnim vyhledavanim

e rekurzivni resolver je
vetsinou i cachujici T oo ‘- g
e DNS forwarder o

o neprovadi vyhledavani

o dotaz preposle tzv. . @ example.com
" >
upstream serveru @ u— || L T UL

o vetSinou obsahuje i cache ok
o soucast LAN rReicoL;\r/sei:/e

Authoritative nameserver

Zdroj: https://blog.raidboxes.io/en/webdesign-development/domain-name-system-dns/



Bezpecné DNS

filtrované ﬁjﬂ $ifrované

e ochrana proti skodlivym e ochrana proti
doménam odposlechnuti komunikace



Jak to vypada v praxi

e veéetsSina DNS provozu je:
o bez filtrovani
m kromé legislativnich pozadavk({ (napf.: “Seznamu nepovolenych internetovych her”)
o bez Sifrovani
m odposlech po cesté
m statistika pro Cloudflare resolver: v CR je jen 17,5% pozadavk( $ifrovanych

e DNS servery vam automaticky nastavuje vas provider

o IP adresy DNS serverd v rdmci automatické konfigurace
A el H

e oblibené Google DNS 8.8.8.8 domény nefiltruje
%er%e.g S, 88 L‘“““bmn




Podstata blokovani

1. klient pozada o preklad “zla-domena.cz”

2. DNS filtr odpovi blokovaci odpovédi na misto validni IP adresy
a. blokovaci odpoved je IP adresa “0.0.0.0” nebo specidlnim typem DNS odpovédi

3. klient dostane nespravnou IP adresu
4. vysledkem je nezobrazena stranka
—— FeQUeSt

I TR RRNY

Hmm, tuto stranku se nam nedafi najit.
® zla-domena.cz
K serveru na adrese djaosjdoas.com se nepodafilo pfipojit.
Pokud jste adresu zadali spravné: q;:{,:a;‘n P e e e A e e
(O) 0.0.0.0
* Zkuste to znovu e
« Zkontrolujte piipojenf k siti C“ent DNS filtr

« Zkontrolujte, zda ma Firefox povoleny piistup na web (muzZe byt omezen firewallem).




Proc to chtit?

blokovani phishingu

(@)
(@)

obecné doporuceni je “neklikat na odkaz”

blokovani domén jako sekundarni obrana

blokovani malware

(@)
(@)

infrastruktura zavisla na doménach

zablokovani domény muze zastavit napadeni systému
m Pfipad WannaCry (2017): doména jako “killswitch”

ochrana soukromi

@)
O

reklamy, tracking uzivatele
uzivatelska telemetrika (OS, Smart TV,...)

blokovani nevhodného obsahu

(@)
(@)

18+ obsah na internetu
socialni sité

Dnes 13:23

b.AIRBANK: Vas
bankovni ucet byl
zablokovan. prihlaste
se zde hned ted https://
ib-airbank-pomoc.info
nebo bude ucet
uzavren!

O A) @

Zdroj: https://bezpecnejsi.ostrava.cz/situace/internet/phishing-utoky-pres-zpravy/

Ooops, your files have been encrypted!

'What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without
B our decryption service.

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

1] We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,

51202017 00:47:55

click <How to buy bitcoins>,
And send the correct amount to the address specified in this window.

Contact Us



Sifrované DNS

e chrani soukromi pri odposlechu “po ceste”
e vytvari sifrované spojeni z koncového zarizeni k resolveru
e DNS over TLS (Do)

klasicka struktura DNS, které se posle pres zabezpecené TLS spojeni
TCP port 853 (Ize snadno zablokovat na firewallu)

ovéreni serveru certifikatem

nativni podpora v Android telefonech, moderni routery, resolvery,...

e DNS over HTTPS (DoH)

O O O O

Hacker

o  binarni forma i moderni JSON poslany pres HTTP/2

o TCP port 443 (h(f se blokuje) 8 //
o oveéfeni serveru certifikatem v/

o uzivatelsky zajimavejsi (propaguiji hlavné prohlizece)

You DNS Traffic over TLS or HTTPS DNS Resolver



Verejné resolvery



Verejné resolvery

blokujici vefejny resolver = resolver + DNS filtr
vhodné pro “netechnické” uzivatele
nevyzaduji zadnou registraci

zamysleny princip: “nastav a vyuzivej”

zdarma

— request
...... = response

@ zla-domena.cz

Client

DNS filtr



Cloudflare

renomovany poskytovatel internetovych sluzeb: cloud, proxy, ...

e robustni infrastruktura po celém svéte
o dlouhodobé jeden z nejrychlejsich resolver(i na svété

e vlastni aplikace 11.11 WARP

o automaticky implementuje bezpecné DNS na vasem zafizeni
e resolver na IP adrese 1.11.1 neposkytuje filtrovani!

1114 for Families
o 111.2 - malware filtr
o 111.3 - malware + “adult” filtr

e podpora DoTl, DoH (+HTTP/3), IPv6, DNSSEC
logovaci politika: anonymizovano (neuchovava osobni data)

o = :
e pravni ramec: USA ' :. »1

FOR FAMILIES



Quad9

e neziskovy projekt Quad9 Foundation (komercni i nekomercni subjekty)
resolver se zamérenim na soukromi a ochranu pred malwarem phishingem
v provozu od 2016

o dlouhodobé stabilni vysledky (viz srovnani dale)
celosvéetova infrastruktura

vlastni aplikace “Quad9 Connect” (aktualné neni v app storech)
podpora Dol, DoH, DoQ, DNSCrypt, IPv6, DNSSEC
chybi “adult” filtr

logovaci politika: anonymizovano, meta data k vyzkumu
pravni rdmec: Svycarsko




dns0.eu

neziskovy projekt od autort NextDNS (zalozeno 2022 ve Francii)
protivaha k USA resolverim Google a Cloudflare

snaha nabidnout sluzbu 100% kompatibilni s EU legislativou
o infrastruktura Cisté v EU (server v kazdé Clenské zemi)

velky pocet zdrojll Skodlivych domén, spoluprdce napfi¢ komunitou
nema vlastni aplikaci pro mobilni telefony
varianta “Zero” pro “vysoce citlivé prostredi”, aka. “hard core” blokovani

varianta “Kids” pro blokovani “adult” obsahu
o 18+ stranky, explicitni vysledky, dospély obsah na YouTube, seznamky, smiseny obsah, warez

podpora DoT, DoH (+HTTP/3), DoQ, IPv6, DNSSEC
logovani: anonymizovano, meta data k vyzkumu
pravni ramec: EU




Srovnini verejnych resolveru

Méreni Nexxwave.eu: Vzorek 233 539 skodlivych domén z CERT.pl a URLhaus

Resolver Zablokovano domeén
dns0.eu Zero 99,14 %

dns0.eu 99,12 %

Quad9 98,08 %

Cloudflare for Families 3,93 %

Google Public DNS 0,22 %

Zdroj dat, véetne metodiky mefeni: https://techblog.nexxwave.eu/public-dns-malware-filters-tested-in-september-2024/


https://techblog.nexxwave.eu/public-dns-malware-filters-tested-in-september-2024/

Domain Information

y 4 y 4
Nova domeéna A

NUKIB > Infoservis > Hrozby > Upozoriiujeme na zneuzivani identit Amazon, Microsoft a &eskych instituci CIPA Filter Malware

Report Miscategorization

Upozornujeme na zneuzivani identit

Amazon, Microsoft a ceskych S_—
instituci No rank available
Security
DNSSEC

Check to see if a domain is in the millions of malicious domains Quad9 blocks

Enter a URL or domain name:

Enter a hostname or domain name to check if it is blocked by Quad9

nukib-gov.cloud

nukib-gov.cloud Search

nukib-gov.cloud
nukib-gov.cloud is malicious.

Threat Intelligence Providers who have listed this domain nukib-gov.cloud is blocked by dns0.eu.
» Mnemonic.no

» Ticura
Report as safe

False Positive?




Nastaveni na routeru

IPv4

9.9.9.9
149.112.112.112
IPvé
2620:fe::fe
2620:fe::9

HTTPS

https://dns.quad9.net/dns-
query

TLS

tls://dns.quad9.net

IP Address Pool 192 . 168 1 100 - 192 . 168 . 1 . 199
Address Lease Time 1440

minutes. (1-2880. The default value

is 1440.)

Default Gateway: 192 . 168 1 .. # (Optional)

Default Domain: (Optional)

Primary DNS: (Optional)

Secondary DNS: 8 . 8 4 | 4 (Optional)

_Save

e vyhoda: jednoduché, pro celou LAN
o Re&i “hloupd” zatizeni (IoT, Smart TV)

e nevyhoda:
o bez Ssifrovani



| 4 - 1
1.1,
e Android
o aplikace (Cloudflare, Quad9,...) na Google Play Q

m velmi jednoduché nastaveni typu “klikni a fungu;j”
o funkce Privatni DNS

m defakto DoT

m nutné manualné nakonfigurovat

Nastaveni na mobilu

Connected

Your DNS queries are
private and faster.

e iOS
o aplikace (Cloudflare, Quad9,...) na App Store
m velmi jednoduché nastaveni typu “klikni a fungu;j”
o DNS Profile
m nutné vytvorit .mobileconfig konfiguracni soubor
m dostupné online dns.quad9.net
m velké resolvery maji svoje konfigurace podepsané

Vybrat rezim Privatni DNS

Vyp.

Automaticky

Zrusit




Nastaveni na poéitaci

/|.v v v 7

aplikace nejsou prilis rozSirené

Sifrované spojeni ze zarizeni k resolveru

podpora ve Windows 11
Linux: systemd-resolved podporuje Dol

1. Enable the systemd-resolved service.
2. In /etc/systemd/resolved.conf, add the following:

[Resolve]
DNS=193.1160.81.0#dnsB.eu
DNS=2a0f:fc80 :: #dnsB.eu
DNS=185.253.5.08#dnsB.eu
DNS=2a0f:fc81:: #dnsB.eu
DNSOverTLS=yes

3. Restart the systemd-resolved service.

Upravit nastaveni DNS

Rucné

IPv4 Upravit
‘) Zapnuto

Vypnuto (@

Uprednostiiované DNS i
1.1.11

Uprednostnované sifrovani DNS

Jenom Sifrované (DNS pies HTTPS) Upravit

Alternativni DNS
8.8.8.8 Upravit
Alternativni sifrovani DNS

Jenom sifrované (DNS pfes HTTPS) Kopirovat

IPv6

® Vypnuto

Ulozit Zrusit

Zdroj: https://www.instaluj.cz/magazin/jak-nastavit-dns-over-https-ve-windows-11-



Vyhody X Nevyhody

e \Vyhody
o Sifrované spojeni ze zafizeni k resolveru
o podpora modernich protokolt
o funguje kdekoliv

e Nevyhody
o potencidlné problém s lokalni politikou sité

m preklad internich domén nebude fungovat (hlavneé firemni site)
m “captive” portdly mazou mit problém



Viastni reseni




Viastni reseni

pokud si radi hrajete, DIY

narocnejsi na provoz (vlastni HW), udrzba

casova investice

plnd kontrola nad filtrovanim, logovani dotaz(, doplfkové funkce




open-source projekt sitového (doménového) filtru (aka. “DNS sinkhole”)
e aktivni vyvoj od roku 2014, European Union Public Licence (EUPL)

technologicky stack
o upraveny dnsmasqg (DNS+DHCP server)
o webovy server lighttpd
o php (graficky web management)
e duraz na malé ndroky na system (plvodné pro Raspberry Pi)
o nyni jakykoliv Linux
o oficidlni Docker image (vhodné i pro NAS)
e urceny pro béh v lokalni siti
o vzdalené pres Wireguard VPN (nutno dokonfigurovat)
o umi lokdlni DNS zénu (napt. .home, .internal)

\ Y.




Zaciname

postup nasazeni:

o vybér platformy pro béh (Raspberry Pi, Linux kontejner, Docker, VPS,...)

o instalace (shell skript s prlivodcem), nebo Docker
o zakladni nastaveni (statickd/dynamicka IP adresa)
O

konfigurace zafizeni v siti

m DNS dotazy musi posilat na IP adresu Pi-Hole
m nastaveni DNS serverl na routeru:

o Hotovo! A nebo ne?

< DHCP Server Setting > DHCP Server:

Start IP Address:

©cEnabled () Disabled [ DHCP Reservation |

192. 168 . 1.[100 |

tﬂ::;:;m Number of

IP Address Range: 192 . 168 . 1. 100 t0 148

Client Lease Time: ﬁ minutes (0 means one day)

Static DNS 1: Q 192].[168].[1_|.[2

Static DNS 2: 0 m m 0 Only set this one
Static DNS 3: o J.lo .o ]

WINS: o J.fo .o ]



Jak dale

e Rozhodné ne! Bez dalSich block lista se neobejdete!
o Block list je seznam domeén ktery bude Pi-Hole blokovat

7

o Pi-Hole block list nazyva “Adlist”
e volné dostupné na internetu
e tvoreny komunitné (dobrovolnici a cybersec firmy)

e Kkritéria pro vhodny block list:
o uvedena kategorie: malware/phishing vs. reklamy/ad trackery
o frekvence aktualizace
o format dat vhodny pro Pi-Hole
o zdroj domén (idealné tzv. primarni zdroj)



Ukazka block listu

Phishing Army | The Blocklist to filter Phishing
Last Update: Thu, 24 Oct 2024 11:13:21 UTC

Project website: https://phishing.army
Support the project with a donation:: https://www.buymeacoffee.com/andreadraghetti

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 International License.

#
#
#
#
#
#
#
#
#
#

0-01x-merchandise.554217.xyz
0-02pw.cfd
0-011x.12313123.xyz
0-01x.1231312.xyz
0-0lxmarket.5767435.xyz
0-0lxmarket.8796556.xyz
0-1x.8632152.xyz

.sbs

.cfd

.sbs

.cfd

.sbs

.sbs

.sbs




Block listy - best practice

e pozor na pokuseni pfidavat hromadné velké mnozstvi block listl najednou
o  hodnotu 10 kvalitnich blocklistl zhati jeden, ktery nebyl dostate¢né zkontrolovan
e dejte si cas na vyhodnoceni nové pridaného block listu

o nékteré zdroje mohou obsahovat napf. zkracovace adres (napf. bit.ly)
o nekteré seznamy jen agreguiji jiné do jednoho velkého seznamu
o pozor na blokovani reklam a “ad trackerd” - ovlivni linky v reklamnich emailech

e Pi-Hole aktualizuje block listy jednou za tyden

o veétsina block listll je aktualizovana kazdych 24 hodin
o lze upravit pomoci cronu



Ukazka webového rozhrani

Pi-hole

Status

@ Active

@ Load: 0.07 0.1 0.11

@ Memory usage: 7.9%
Temp: 63.8°C

Dashboard

« osname: NI =

Total queries Queries Blocked Percentage ed Domains on Adlists

26 760 214 0,8% 2 952 695

19 active clients © List blocked queries © List all queries © Manage adlists @

Total queries over last 24 hours

800
600

400

0 I||llII|III||||II|IIlllI|||lIlI||Illl||IIII||I|II|IIlll|I"II|||IlI||"“|IIIlIIIIIII|IllIIIIlllIIIIII|||ll|||IIIII||lIII||lll|||||||‘|||‘|‘||l‘

21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00

[N]
o
=]

Client activity over last 24 hours

800
600

400

0.||...m..||||....||....h...i||....||....||...,||....u...i|I....||....n...m....||....n....||....||....||..|.||....||...,||.|||'||||i|iul

21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00
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o
=]




Query log

2024-10-2520:03:03 A www.gstatic.com ondra-del OK NN © Blacklist
| (19.9ms)

2024-10-2520:03:04 A i.ytimg.com ondra-del OK (IEEE———EEAEERR | P © Blacklist
fr— (24.2ms)

2024-10-2520:03:04 A i.ytimg.com ondra-del OK(cache) IP (0.2ms) © Blacklist
]

2024-10-2520:03:04 AAAA i.ytimg.com ondra-del OK (I (P © Blacklist
T {26.1ms)

2024-10-2520:03:05 A www.youtube.com ondra-del OK (NG CNAME © Blacklist
== (25.9ms)

2024-10-2520:03:05 A youtube-ui.l.google.com ondra-del OK(cache) IP (0.3ms) © Blacklist
X

2024-10-2520:03:05 AAAA youtube-ui.l.google.com ondra-del  OK (N © © Blacklist
L (18.1ms)

2024-10-2520:03:07 A jnn-pa.googleapis.com ondra-del  OK (answered by | _———_—————————) P © Blackist

| s (21.8ms)



Sprava hlock listu

Add a new adlist
Address: Comment:

URL or space-separated URLs Adlist description {optional)
Hints:

1. Pleaserun pihole -g orupdate your gravity list online after modifying your adlists.
2. Multiple adlists can be added by separating each unigue URL with a space
3. Click on the icon in the first column to get additional information about your lists. The icons correspond to the health of the list.

Group
Address Status Comment assignment
O v https://raw.githubusercontent.com/PolishFiltersTeam/KADhosts/master/KADho m] Suspicious
sts.txt
[ D) https://someonewhocares.org/hosts/zero/hosts Suspicious ~
(B https://raw.githubusercontent.com/RooneyMcNibNug/pihole-stuff/master/SNA Suspicious +
FU.txt
0O @ nttps://v.firebog.net/hosts/AdguardDNS.txt Disabled

Advertising v

8 868 B8

Add



Nastaveni upstream serveru

DNS DHCP

e Pi-Hole neumi sam rekurzivné e
vyhledavat domény

e potrebuje “nadrfazeny” DNS
server ktery poskytne odpoved
tzv. upstream

e pouze nesifrovany DNS protokol

e Quad9 jako vychozi nastaveni

® |ze zvolit vlastni
o napf. ilokalni (unbound)
o  DNS proxy podporujici Sifrovani (napf.
CoreDNS)

Upstream DNS Servers

IPv4 IPV6

Web interface API Privacy

Name

Google (ECS, DNSSEC)

OpenDNS (ECS, DNSSEC)

Level3

Comodo

DNS.WATCH (DNSSEC)

Quad? (filtered, DNSSEC)

Quad? (unfiltered, no DNSSEC)

Quads (filtered, ECS, DNSSEC)

Cloudflare (DNSSEC)

Teleporter




AdGuard Home

open-source DNS forwarder/filtr od Adguard Software Ltd.
GPL-3.0 license, velmi aktivni vyvoj (zacatek 2018)
technologicky stack: Go, node.js, npm
postup nasazeni shodny s Pi-Hole

o shell instaldtor s privodcem nebo docker image

podpora sifrovanych protokolt

o HTTTP pro webové rozhrani
o DoH, Dol a DoQ
o vhodné i pro vzdaleny pfistup (hosting na VPS)

umi lokalni DNS z6nu (napf. .home, .internal)



Webové rozhrani

@ HAOEEGUARD m @ Dashboard % Settings Y Filters B Query Log ® Setup Guide [ Sign out

Dashboard

151,335 1,220 1o

DNS Queries Blocked by Filters Blocked malware/phishing Blocked adult websites

S MboA R

General statistics Top clients
for t 7d for the last 7 days
DNS Queries (2) 151335 Client Requests count
~
I 0.0.0.17) : 82,052 54.22%
Blocked by Filters (2) 1220 .
. ————(10.0.0.38) : 19,629 12.97%
Blocked malware/phishing @ 0
i 1 0.0.0.15) : 17,027 11.25%
Blocked adult websites (2) 0 (10.0.0.15)
Enforced safe search (2) 0 . (1 0.0.0.59) : P.065 6.65%
Average processing time (2) 27 ms ., 0.0.0.58) 9,269 6.12%



Query log

21:58:03

25. 10. 2024

21:58:01

" 10 ONDA
22, 10U, 2U24

21:58:00

2795 10 2024
2. 10 2UZ4

21:58:00

M A0 N4
22, 10, Zucs

settings-win.data.microsoft.com

Type: A, Plain DNS

slscr.update.microsoft.com

Type: A, Plain DNS

fcmconnection.googleapis.com

Type: A, Plain DNS

login.live.com
Type: A, Plain DNS

accounts.google.com
Type: AAAA, Plain DNS

accounts.google.com

Type: A, Plain DNS

onclkds.com
Type: A, Plain DNS

Blocked

PiHole - telemetry-windows

Processed

37 ms

Processed

34 ms

Processed

=

43 ms

Processed

63 ms

Processed

32 ms

Blocked

PiHole - Zero Hosts, PiHole - Anti Malw...

10.0.0.26

10.0.0.26

10.0.0.26

10.0.0.26

10.0.0.26

10.0.0.26

10.0.0.15



Sprava hlock listu

DNS blocklists

AdGuard Home will block domains matching the blocklists.

AdGuard Home understands basic adblock rules and hosts files syntax.

Enabled

v

Name

PiHole - Polish KADhosts

PiHole - Zero Hosts

PiHole - RooneyMcNibNug

PiHole - Adguard DNS

PiHole - Anti Malware Hosts

PiHole - Prigent Crypto

PiHole - Phishing Army

PiHole - Notrack Malware

List URL

https://raw.githubusercontent....
https://someonewhocares.org/...
https://raw.githubusercontent....
https://v.firebog.net/hosts/Ad...
https://raw.githubusercontent....
https://v.firebog.net/hosts/Pri...
https://phishing.army/downlo...

https://gitlab.com/quidsup/no...

Rules count

80 059

11766

47 659

25797

16 282

245743

177

25.

25.

25.

10.

25.

25.

25.

25.

Last time updated

fijna 2024 v 0:32

fijna 2024 v 0:32

fijna 2024 v 0:32

ffjna 2024 v 0:03

fijna 2024 v 0:32

fijna 2024 v 0:32

fijna 2024 v 0:32

fijna 2024 v 0:32

Actions

E[E
E[E
Bl



Nastaveni upstream serveru

AdGuard Home neumi sam rekurzivné vyhledavat domény

potfebuje “nadrazeny” DNS server ktery poskytne odpoved tzv. upstream
podpora sifrovanych protokolt DoT a DoH

moznost load balancingu, nastaveni cache, timeoutu...

seznam poskytovatel(: https://adguard-dns.io/kb/general/dns-providers/

DNS settings
Average upstream response time ‘—’

Upstream DNS servers

Upstream Response time
Enter one server address per line. Learn more about configuring upst https://dns.quad9.net:443/dns-query 104 ms
BEEpo dnsequndoriesl dn=ageasry https://security.cloudflare-dns.com:443/dns-qu... 60 ms

https://security.cloudflare-dns.com/dns-query


https://adguard-dns.io/kb/general/dns-providers/

Integrovany seznam hlock listu

Choose blocklists

e velké mnozstvi pfednastavenych

General

bIOCk“StG Lists that block tracking and advertising on most of the devices
e odkaz na zdroj a popis vCetné kategorii Hosts (Lite) @ O
v .. . .o 1Hosts (mini) @ G
® opet pozor na pridani mnoha blocklistu —

. AdGuard DNS Popup Hosts filter (@) (1)
najednou gl
AWAvenue Ads Rule ()

e moznost pridat i whitelisty Dan Pollocks List @

HaGeZi's Normal Blocklist (0)
HaGeZi's Pro Blocklist (@)
HaGeZi's Pro++ Blocklist (@) (1)
HaGeZi's Ultimate Blocklist ()
OISD Blocklist Small @) (1)
OISD Blocklist Big ()

o nutno sehnat z externiho zdroje
o pozor na kolizi s block listem

Peter Lowe's Blocklist () (0

Steven Black's List () (i



Srovnani

Funkce

Podporované platformy

DNS-over-HTTPS/TLS

AdGuard Home

Windows, macOS, Linux,
Raspberry Pi, Docker

nativné

Syntaxe filtrovacich pravidel | podpora komplexnich

pravidel
Webové rozhrani moderni
Vestavéne filtry ano
Automatickeé aktualizace ne

Komunita

postupné rozrustajici

Pi-Hole

Linux, Raspberry Pi, Docker

vyzaduje nastroj 3. strany

zakladni pravidla

jednoduché ale funkéni
ne
ano

velka a stabilni

Zdroj: https://www.wundertech.net/adguard-home-vs-pi-hole-best-ad-blocker/



https://www.wundertech.net/adguard-home-vs-pi-hole-best-ad-blocker/

Cloud resSeni



Cloud reseni

pro uzivatele ktefi chtéji néco navic oproti resolverim
néco jako Pi-Hole/AdGuard Home, ale v cloudu
nutna registrace a alespon zakladni nastaveni

placena sluzba
o casto Free Uroven s omezenim

statistiky provozu s prehlednymi grafy pro jednotliva zafizeni
kontrola nad blokovanymi kategoriemi
vlastni (od)blokovani jednotlivych domén
dliraz na soukromi
pfiklady:
o  NextDNS (https://nextdns.io)

o AdGuard DNS (https://adquard-dns.io)
o ControlD (https://controld.com)



https://nextdns.io
https://adguard-dns.io
https://controld.com

e vSechny mozné kombinace filtru
O security, privacy,
o  parental control
m socidlni sité, 18+, gaming, ...
m Cas kdy je DNS funk¢ni
m anti-bypass (blokuje obchazeni pomoci VPN)

vlastni allow/deny listy

detailni analyza provozu pro kazdého klienta

podpora Sifrovanych DNS protokol(

Siroka podpora platforem, detailni navody pro koncova zarizeni
plan zdarma: 300 000 dotazli/mésic



G addons-pa.clients6.google.com

NextDNS ol
Provides advertising or advertising-related services such as

data collection, behavioral analysis or retargeting.

G www.google.com

. - . . @ Dangerously prevalent (tracks 21.23% of web traffic)
Setup Security Privacy Parental Control Denylist Allowlist

Owned by Google

Google LLC is an American multinational technology company that
© Allowing a domain will automatically allow all its subdomains. Allowing takes precedence o specializes in Internet-related services and products, which include
online advertising technologies, search engine, cloud computing,

software, and hardware.

Add a domain... Tracker insights from wHOTRACKS ME]

B w7hekh86hm.verify.controld.com
b api.campaigns.notino.com

G beacons.gcp.gvt2.com

G ' googleads.g.doubleclick.net
G play.google.com

G " .googleadservices.com ;
€ 25646.1728590932.tc.ripe-hackathon6.nlnetlabs.nl

® alekarnacz &« weatherkit.apple.com



Zaver

e filtrovani skodlivych domén ma smysl
o Vv konceptl kybernetické bezpecnosti je to “hodné muziky za malo penéz”
e prechod na bezpecné DNS je jednoduché a benefit je velky
e moznostije vice a vhodné pro kazdého
® vice o soukromi a DNS:

o  https://www.privacyquides.org/en/dns/
o https://dnsprivacy.ora/



https://www.privacyguides.org/en/dns/
https://dnsprivacy.org/




